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READ RELEASE NOTES AND UPGRADE NOTES

https://www.zabbix.com/documentation/6.0/en/manual/introduction/whatsnew600

https://www.zabbix.com/documentation/6.0/en/manual/installation/upgrade_notes_600

https://www.zabbix.com/documentation/6.2/en/manual/introduction/whatsnew620

https://www.zabbix.com/documentation/6.2/en/manual/installation/upgrade_notes_620

https://www.zabbix.com/documentation/current/en/manual/introduction/whatsnew640

https://www.zabbix.com/documentation/current/en/manual/installation/upgrade_notes_640

https://www.zabbix.com/documentation/6.0/en/manual/introduction/whatsnew600
https://www.zabbix.com/documentation/6.0/en/manual/installation/upgrade_notes_600
https://www.zabbix.com/documentation/6.2/en/manual/introduction/whatsnew620
https://www.zabbix.com/documentation/6.2/en/manual/installation/upgrade_notes_620
https://www.zabbix.com/documentation/current/en/manual/introduction/whatsnew640
https://www.zabbix.com/documentation/current/en/manual/installation/upgrade_notes_640
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Upgrade from Zabbix version before 6.0
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Upgrade from Zabbix version before 6.0
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Upgrade Zabbix version 6.2



7Theory

Upgrade Zabbix version 6.4
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Upgrade Zabbix version 6.4

Supported OS’s

RHEL (Alma, CentOS, Oracle Linux, Rocky etc) 8, 9

Debian 11

SLES 15

Ubuntu 20.04, 22.04
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Backup database and other important information before the upgrade!

MySQL database example

Postgresql database example

Config files and any other custom scripts:

# mysqldump --single-transaction zabbix | gzip > /tmp/zabbix.backup.sql.gz

# pg_dump -Fc -f /tmp/zabbix.backup.bak zabbix

# mkdir /root/zabbix-backup/
# cp /etc/zabbix/zabbix_server.conf /root/zabbix-backup/
# cp /etc/httpd/conf.d/zabbix.conf /root/zabbix-backup/



UPGRADE ON 
UBUNTU 22.04

02
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Zabbix on Ubuntu 22.04

Zabbix 6.0.16 DB
PostgreSQL 14.7
TimescaleDB 2.10
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Upgrade on Ubuntu 22.04

Update the Zabbix repository package:

Update all Zabbix packages

# rm -Rf /etc/apt/sources.list.d/zabbix.list
# wget https://repo.zabbix.com/zabbix/6.4/ubuntu/pool/main/z/zabbix-release/
zabbix-release_6.4-1+ubuntu22.04_all.deb
# dpkg -i zabbix-release_6.4-1+ubuntu22.04_all.deb
# apt-get update

Configuration file '/etc/zabbix/zabbix_server.conf'
==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.
What would you like to do about it ?  Your options are:
Y or I  : install the package maintainer's version
N or O  : keep your currently-installed version
D     : show the differences between the versions
Z     : start a shell to examine the situation

The default action is to keep your current version.
*** zabbix_server.conf (Y/I/N/O/D/Z) [default=N] ?

# apt-get install --only-upgrade zabbix-server-pgsql zabbix-frontend-php
zabbix-agent zabbix-apache-conf
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Watch the Zabbix server log file:

32265:20230411:140610.529 Zabbix Server stopped. Zabbix 6.0.16 (revision a90e18c0b6e).
32695:20230411:140610.588 Starting Zabbix Server. Zabbix 6.4.1 (revision 546e284fd7c).
32695:20230411:140610.588 ****** Enabled features ******
32695:20230411:140610.588 SNMP monitoring:           YES
32695:20230411:140610.588 IPMI monitoring:           YES
32695:20230411:140610.588 Web monitoring:            YES
32695:20230411:140610.588 VMware monitoring:         YES
32695:20230411:140610.588 SMTP authentication:       YES
32695:20230411:140610.588 ODBC:                      YES
32695:20230411:140610.588 SSH support:               YES
32695:20230411:140610.588 IPv6 support:              YES
32695:20230411:140610.588 TLS support:               YES
32695:20230411:140610.588 ******************************
32695:20230411:140610.588 using configuration file: /etc/zabbix/zabbix_server.conf
32695:20230411:140610.960 current database version (mandatory/optional): 06000000/06000020
32695:20230411:140610.960 required mandatory version: 06040000
32695:20230411:140610.960 mandatory patches were found
32695:20230411:140610.965 starting automatic database upgrade
32695:20230411:140610.976 completed 0% of database upgrade
32695:20230411:140610.999 completed 1% of database upgrade
32695:20230411:140611.187 completed 2% of database upgrade
32695:20230411:140611.243 completed 3% of database upgrade
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Continue watching the Zabbix server log file:

32695:20230411:140613.203 completed 91% of database upgrade
32695:20230411:140613.214 completed 92% of database upgrade
32695:20230411:140613.230 completed 93% of database upgrade
32695:20230411:140613.275 completed 94% of database upgrade
32695:20230411:140613.318 completed 95% of database upgrade
32695:20230411:140613.344 completed 96% of database upgrade
32695:20230411:140613.368 completed 97% of database upgrade
32695:20230411:140613.378 completed 98% of database upgrade
32695:20230411:140613.392 completed 99% of database upgrade
32695:20230411:140613.403 completed 100% of database upgrade
32695:20230411:140613.403 database upgrade fully completed
32716:20230411:140613.675 starting HA manager
32716:20230411:140613.735 HA manager started in active mode
32695:20230411:140613.737 server #0 started [main process]
32718:20230411:140613.739 server #1 started [service manager #1]
32719:20230411:140613.742 server #2 started [configuration syncer #1]
32723:20230411:140614.214 server #3 started [alert manager #1]
32724:20230411:140614.216 server #4 started [alerter #1]
32725:20230411:140614.218 server #5 started [alerter #2]
32726:20230411:140614.221 server #6 started [alerter #3]
32728:20230411:140614.229 server #7 started [preprocessing manager #1]
32729:20230411:140614.232 server #8 started [lld manager #1]
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Zabbix upgrade is succesfully completed



UPGRADE ON 
ROCKY LINUX 8

03
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Zabbix on Rocky 8 with HA

Node1
Zabbx 6.0.16

Node2
Zabbix 6.0.16DB

Mysql 8.0.30
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Upgrade on Rocky linux 8

Update the Zabbix repository package on standby node:

Update all Zabbix packages

# dnf install https://repo.zabbix.com/zabbix/6.4/rhel/8/x86_64/
zabbix-release-6.4-1.el8.noarch.rpm

# dnf upgrade zabbix-server-mysql zabbix-web-mysql zabbix-apache-conf 
zabbix-sql-scripts zabbix-agent



19Theory

Watch the Zabbix server log file:

19338:20230413:081108.786 Zabbix Server stopped. Zabbix 6.4.1 (revision 546e284fd7c).
19354:20230413:081120.930 Starting Zabbix Server. Zabbix 6.4.1 (revision 546e284fd7c).
19354:20230413:081120.930 ****** Enabled features ******
19354:20230413:081120.930 SNMP monitoring:           YES
19354:20230413:081120.930 IPMI monitoring:           YES
19354:20230413:081120.930 Web monitoring:            YES
19354:20230413:081120.930 VMware monitoring:         YES
19354:20230413:081120.930 SMTP authentication:       YES
19354:20230413:081120.930 ODBC:                      YES
19354:20230413:081120.930 SSH support:               YES
19354:20230413:081120.930 IPv6 support:              YES
19354:20230413:081120.930 TLS support:               YES
19354:20230413:081120.930 ******************************
19354:20230413:081120.930 using configuration file: /etc/zabbix/zabbix_server.conf
19354:20230413:081120.956 current database version (mandatory/optional): 06000000/06000020
19354:20230413:081120.956 required mandatory version: 06040000
19354:20230413:081120.956 mandatory patches were found
19354:20230413:081120.960 cannot perform database upgrade: node "zbx-node2" is still running, 
if node is unreachable it will be skipped in 1m 0s
19354:20230413:081120.960 cannot perform database upgrade in HA mode: 
all nodes need to be stopped and Zabbix server started in standalone mode for the time of upgrade.
19354:20230413:081120.960 Zabbix Server stopped. Zabbix 6.4.1 (revision 546e284fd7c).

systemctl stop zabbix-server
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Repeat the same steps on the Zabbix server active node

# rpm -Uvh https://repo.zabbix.com/zabbix/6.4/rhel/8/x86_64/
zabbix-release-6.4-1.el8.noarch.rpm

# dnf upgrade zabbix-server-mysql zabbix-web-mysql zabbix-apache-conf 
zabbix-sql-scripts zabbix-agent



21Theory

Upgrade fails again:

18870:20230413:082200.876 Zabbix Server stopped. Zabbix 6.4.1 (revision 546e284fd7c).
18874:20230413:082213.042 Starting Zabbix Server. Zabbix 6.4.1 (revision 546e284fd7c).
18874:20230413:082213.042 ****** Enabled features ******
18874:20230413:082213.042 SNMP monitoring:           YES
18874:20230413:082213.042 IPMI monitoring:           YES
18874:20230413:082213.042 Web monitoring:            YES
18874:20230413:082213.042 VMware monitoring:         YES
18874:20230413:082213.042 SMTP authentication:       YES
18874:20230413:082213.042 ODBC:                      YES
18874:20230413:082213.042 SSH support:               YES
18874:20230413:082213.042 IPv6 support:              YES
18874:20230413:082213.042 TLS support:               YES
18874:20230413:082213.042 ******************************
18874:20230413:082213.042 using configuration file: /etc/zabbix/zabbix_server.conf
18874:20230413:082213.090 current database version (mandatory/optional): 06000000/06000020
18874:20230413:082213.090 required mandatory version: 06040000
18874:20230413:082213.090 mandatory patches were found
18874:20230413:082213.100 cannot perform database upgrade in HA mode: all nodes need to be
stopped and Zabbix server started in standalone mode for the time of upgrade.
18874:20230413:082213.100 Zabbix Server stopped. Zabbix 6.4.1 (revision 546e284fd7c).
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Read Zabbix upgrade notes

Edit Zabbix server configuration file and comment out HANodeName parameter:

Restart Zabbix server

https://www.zabbix.com/documentation/6.4/en/manual/concepts/server/ha#upgrading-ha-cluster

# HANodeName=zbx-node2

[root@Zabbix-node2 ~]# systemctl restart zabbix-server

https://www.zabbix.com/documentation/6.4/en/manual/concepts/server/ha#upgrading-ha-cluster
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Upgrade failed again:

18993:20230411:122201.004 starting automatic database upgrade
18993:20230411:122201.010 completed 0% of database upgrade
18993:20230411:122201.209 completed 1% of database upgrade
18993:20230411:122202.986 completed 2% of database upgrade
18993:20230411:122204.176 completed 3% of database upgrade
18993:20230411:122204.803 completed 4% of database upgrade
18993:20230411:122205.120 completed 5% of database upgrade
18993:20230411:122205.437 completed 6% of database upgrade
18993:20230411:122205.788 completed 7% of database upgrade
18993:20230411:122206.146 completed 8% of database upgrade
18993:20230411:122206.180 completed 9% of database upgrade
18993:20230411:122206.197 completed 10% of database upgrade
18993:20230411:122206.594 completed 11% of database upgrade
18993:20230411:122206.904 completed 12% of database upgrade
18993:20230411:122206.986 completed 13% of database upgrade
18993:20230411:122207.043 completed 14% of database upgrade
18993:20230411:122207.189 completed 15% of database upgrade
18993:20230411:122207.583 completed 16% of database upgrade
18993:20230411:122207.650 completed 17% of database upgrade
18993:20230411:122207.651 [Z3005] query failed: [1419] You do not have the SUPER privilege and binary 
logging is enabled (you *might* want to use the less safe log_bin_trust_function_creators variable) 
[create trigger hosts_insert after insert on hosts for each row insert into changelog
object,objectid,operation,clock)
values (1,new.hostid,1,unix_timestamp())]
18993:20230411:122207.653 database upgrade failed on patch 06010049, exiting in 10 seconds
18993:20230411:122217.654 Zabbix Server stopped. Zabbix 6.4.1 (revision 546e284fd7c).
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Fix the problem with MySQL privileges:

Upgrade will continue:

# mysql
mysql> set global log_bin_trust_function_creators = 1;

19177:20230411:122530.093 database upgrade failed on patch 06010049, exiting in 10 seconds
19177:20230411:122540.094 Zabbix Server stopped. Zabbix 6.4.1 (revision 546e284fd7c).
19182:20230411:122550.301 Starting Zabbix Server. Zabbix 6.4.1 (revision 546e284fd7c).
19182:20230411:122550.301 ****** Enabled features ******
19182:20230411:122550.301 SNMP monitoring:           YES
19182:20230411:122550.301 IPMI monitoring:           YES
19182:20230411:122550.301 Web monitoring:            YES
19182:20230411:122550.301 VMware monitoring:         YES
19182:20230411:122550.301 SMTP authentication:       YES
19182:20230411:122550.301 ODBC:                      YES
19182:20230411:122550.301 SSH support:               YES
19182:20230411:122550.301 IPv6 support:              YES
19182:20230411:122550.301 TLS support:               YES
19182:20230411:122550.301 ******************************
19182:20230411:122550.301 using configuration file: /etc/zabbix/zabbix_server.conf
19182:20230411:122550.331 current database version (mandatory/optional): 06010048/06010048
19182:20230411:122550.331 required mandatory version: 06040000
19182:20230411:122550.331 mandatory patches were found
19182:20230411:122550.335 starting automatic database upgrade
19182:20230411:122550.358 completed 0% of database upgrade
19182:20230411:122550.404 completed 1% of database upgrade
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Upgrade is completed:

MySQL option log_bin_trust_function_creators can be turned off:

19182:20230411:122620.541 completed 93% of database upgrade
19182:20230411:122620.757 completed 94% of database upgrade
19182:20230411:122621.063 completed 95% of database upgrade
19182:20230411:122621.162 completed 96% of database upgrade
19182:20230411:122621.298 completed 97% of database upgrade
19182:20230411:122621.463 completed 98% of database upgrade
19182:20230411:122621.571 completed 99% of database upgrade
19182:20230411:122621.814 completed 100% of database upgrade
19182:20230411:122622.067 database upgrade fully completed
19287:20230411:122622.126 starting HA manager
19287:20230411:122622.147 HA manager started in active mode
19182:20230411:122622.149 server #0 started [main process]
19288:20230411:122622.151 server #1 started [service manager #1]
19289:20230411:122622.153 server #2 started [configuration syncer #1]
19306:20230411:122622.804 server #19 started [escalator #1]
19293:20230411:122622.808 server #6 started [alerter #3]

# mysql
mysql> set global log_bin_trust_function_creators = 0;
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Enable HA agin on the active node

Edit Zabbix server configuration file and comment out HANodeName parameter:

Restart Zabbix server

HANodeName=zbx-node2

systemctl restart zabbix-server

19057:20230413:082943.306 Zabbix Server stopped. Zabbix 6.4.1 (revision 546e284fd7c).
19418:20230413:082943.393 Starting Zabbix Server. Zabbix 6.4.1 (revision 546e284fd7c).
19418:20230413:082943.394 ****** Enabled features ******
19418:20230413:082943.394 SNMP monitoring:           YES
19418:20230413:082943.394 Web monitoring:            YES
19418:20230413:082943.394 VMware monitoring:         YES
19418:20230413:082943.394 SMTP authentication:       YES
19418:20230413:082943.394 ODBC:                      YES
19418:20230413:082943.394 SSH support:               YES
19418:20230413:082943.394 IPv6 support:              YES
19418:20230413:082943.394 TLS support:               YES
19418:20230413:082943.394 ******************************
19418:20230413:082943.394 using configuration file: /etc/zabbix/zabbix_server.conf
19418:20230413:082943.672 current database version (mandatory/optional): 06040000/06040000
19418:20230413:082943.672 required mandatory version: 06040000
19419:20230413:082943.969 starting HA manager
19419:20230413:082944.182 HA manager started in active mode
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Node1 was stopped, but HA was not turned off on this node

Just start the node 1 again in standby mode

20345:20230413:083118.348 Starting Zabbix Server. Zabbix 6.4.1 (revision 546e284fd7c).
20345:20230413:083118.348 ****** Enabled features ******
20345:20230413:083118.348 SNMP monitoring:           YES
20345:20230413:083118.348 IPMI monitoring:           YES
20345:20230413:083118.348 Web monitoring:            YES
20345:20230413:083118.348 VMware monitoring:         YES
20345:20230413:083118.348 SMTP authentication:       YES
20345:20230413:083118.348 ODBC:                      YES
20345:20230413:083118.348 SSH support:               YES
20345:20230413:083118.348 IPv6 support:              YES
20345:20230413:083118.348 TLS support:               YES
20345:20230413:083118.348 ******************************
20345:20230413:083118.348 using configuration file: /etc/zabbix/zabbix_server.conf
20345:20230413:083118.385 current database version (mandatory/optional): 06040000/06040000
20345:20230413:083118.385 required mandatory version: 06040000
20349:20230413:083118.409 starting HA manager
20349:20230413:083118.464 HA manager started in standby mode
20345:20230413:083118.464 "zbx-node1" node started in "standby" mode

systemctl restart zabbix-server
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Frontend also will not work automatically

Minimum required PHP version is 7.4.0

PHP 8.0 is recommended

# dnf module switch-to php:8.0
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Zabbix upgrade is succesfully completed
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Data from older proxies are now supported

Proxy version and compatibility is displayed in Zabbix frontend

All proxies till the previous LTS release have limited compatibilty (will send data)

Configuration updates are possible only for current release

19451:20230413:082945.199 Proxy "Proxy Rotterdam" version 6.2.6 is outdated, 
only data collection and remote execution is available with server version 6.4.1.
19454:20230413:082945.200 Proxy "Proxy Utrecht" version 6.0.12 is outdated, 
only data collection and remote execution is available with server version 6.4.1.
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Zabbix server automatically detects outdated proxies

All proxies are discovered by LLD rule

Items and triggers are created automatically for each proxy

Problems with incompatible proxies will be automatically detected
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Upgrade Zabbix proxies

Start the upgrade process

Watch Zabbix proxy log file

# dnf update zabbix-proxy*

tail -f /var/log/zabbix/zabbix_proxy.log

5995:20230411:133725.890 proxy #26 started [poller #5]
5996:20230411:133725.894 proxy #27 started [unreachable poller #1]
5997:20230411:133725.899 proxy #28 started [icmp pinger #1]
5998:20230411:133725.899 proxy #29 started [history poller #1]
5999:20230411:133725.904 proxy #30 started [availability manager #1]
6000:20230411:133725.905 proxy #31 started [odbc poller #1]
5969:20230411:133812.922 Got signal [signal:15(SIGTERM),sender_pid:5,sender_uid:0,reason:0]. 
Exiting ...
5985:20230411:133813.105 syncing history data in progress...
5985:20230411:133813.105 syncing history data done
5969:20230411:133813.195 Zabbix Proxy stopped. Zabbix 6.0.16 (revision a90e18c0b6e).



34Theory

Zabbix proxy might not start after the upgrade

Start it from commandline to detect the problem

Read the upgrade notes

Edit Zabbix proxy configuration file and comment out the parameter with #

# zabbix_proxy
zabbix_proxy
zabbix_proxy [6164]: unknown parameter "StartHistoryPollers" in config file 
"/etc/zabbix/zabbix_proxy.conf", line 317

https://www.zabbix.com/documentation/6.2/en/manual/installation/upgrade_notes_620
#history-pollers-removed-from-zabbix-proxy

# vi /etc/zabbix/zabbix_proxy.conf
# StartHistoryPollers=10

https://www.zabbix.com/documentation/6.2/en/manual/installation/upgrade_notes_620#history-pollers-removed-from-zabbix-proxy


35Theory

Sqlite3 DB upgrade (replacement) is now fully automatic:

Existing database file will be automatically deleted

New database file will be automatically created after the upgrade

6222:20230411:134304.476 The proxy does not match Zabbix database. 
Current database version (mandatory/optional): 06000000/06000020. 
Required mandatory version: 06040000.
6222:20230411:134304.476 Zabbix does not support SQLite3 database upgrade.
6222:20230411:134304.476 removing database file: "/tmp/zabbix_proxy"
6222:20230411:134304.477 cannot open database file "/tmp/zabbix_proxy": No such file or 
directory
6222:20230411:134304.477 creating database ...
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Check the frontend if all proxies are fine

All proxies will display no warning symbols

No problems are detected by Zabbix server host



POST UPGRADE
TASKS

05
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As a minumum update Zabbix internal templates:

Download latest versions from Zabbix git repository

https://git.zabbix.com/projects/ZBX/repos/zabbix/browse/templates/app/zabbix_server/template
_app_zabbix_server.yaml?at=refs%2Fheads%2Frelease%2F6.4

https://git.zabbix.com/projects/ZBX/repos/zabbix/browse/templates/app/zabbix_proxy?at=refs%2
Fheads%2Frelease%2F6.4

https://git.zabbix.com/projects/ZBX/repos/zabbix/browse/templates/app/zabbix_server/template_app_zabbix_server.yaml?at=refs%2Fheads%2Frelease%2F6.4
https://git.zabbix.com/projects/ZBX/repos/zabbix/browse/templates/app/zabbix_server/template_app_zabbix_server.yaml?at=refs%2Fheads%2Frelease%2F6.4
https://git.zabbix.com/projects/ZBX/repos/zabbix/browse/templates/app/zabbix_proxy?at=refs%2Fheads%2Frelease%2F6.4
https://git.zabbix.com/projects/ZBX/repos/zabbix/browse/templates/app/zabbix_proxy?at=refs%2Fheads%2Frelease%2F6.4
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Import updated versions of the templates
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All imported templates will have a vendor and version:



41Theory

Update proxy config to use benefits of incemental configuration update

Zabbix server configuration cache update frequency:

For active proxy in /etc/zabbix/zabbix_proxy.conf

For passive proxy in /etc/zabbix/zabbix_server.conf

CacheUpdateFrequency=10

# ConfigFrequency=3600

ProxyConfigFrequency=10

ProxyConfigFrequency=10
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Upgrade Zabbix agents:

Active agent can now also do more frequent config updates
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Upgrade Zabbix agents:

Active agent can now also do more frequent config updates



WORKSHOP
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Workshop: Upgrading your Zabbix instance – How to and best practices

Starts Saturday at 09:30 AM

Every attendee will be provided with a cloud-based virtual machine

You need a laptop with Internet connection

Required software:
SSH client

Web browser

We will use Zabbix 6.0 and upgrade it to 6.4:



QUESTIONS?



Thank you
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